Our Privacy Notice

Before we begin

This notice (Privacy Notice) applies to personal information held by HSBC France (Spétka Akcyjna) Oddziat w
Polsce and other HSBC Group as data controllers, as described below. It explains what information we collect
about you, how we’ll use that information, who we’ll share it with, the circumstances when we’ll share it and
whatsteps we’ll taketo makesureitstays privateand secure. It continues to apply even if your agreement for
banking or other products and services with us ends. It should also be read alongside your banking terms and
conditions, astheseinclude sections relating to the use and disclosure of information.

This Privacy Notice covers any personal products or services you have with us including mortgage. Sometimes
we may need to provide you with separate or further information about specific products and services. This
informationwill alsoapply. If you also have a relationship with other parts ofthe HSBC Group (e.g. HSBC business
banking, firstdirect, M&S Bank or HSBCin any other countries), they’ll provide you with information separately
whererequired.

Some of the links on our websites lead to other HSBC or non-HSBCwebsites with their own privacy notices, which
may be different to this notice. You’ll need to make sure you’re happy with their privacy notices when using
thoseother sites.

Wherever we've said ‘you’ or ‘your’, this means you, any authorised personon your account, anyone who does
your banking or deals with us for you (e.g. trustees or executors, attorneys under a Power of Attorney)and other
related people (including authorised signatories, partners).

When we say ‘we’, we mean HSBC Group companies which actas a data controllerin respect of your personal
data. Unless otherwise stated below, the data controller for the purposes of this notice will be:

HSBC France (Spotka Akcyjna) Oddziat w Polsce with its seat in Warsaw, at Rondo ONZ 1, 00-124 Warsaw, and
registered in the register of entrepreneurs of the National Court Register maintained by the District Court in
Warsaw, XII Commercial Department of the National Court Register under KRS No. 0000757904, with a tax
identification number NIP 107-00-41-832, the branch of HSBC France, a French société anonyme with a share
capital of EUR491 155980 fully paid up, whose corporateseatis 103 Avenue des Champs Elysées, 75008 Paris,
registered with the Trade and Companies Registry of Paris (Registre du Commerce et des Societas) under number
775670 284, with a Polish NIP number 107-00-41-803.

The address for the data controller HSBC France (Spdtka Akcyjna) Oddziat w Polsce set outin this noticeis:

HSBC France (Spoétka Akcyjna) Oddziatw Polsce
Rondo ONZ 1

01-124 Warszawa

Telephone: +48 22 31404 97
e-mail:rodo@hsbc.com

Ifyou’d liketo getin touch with us, you can also find contact details below.

What information we collect

We'll only collect your information in line with relevant regulations and law. We may collect it from a range of
sources anditmayrelate to any of our products or services you applyfor, currentlyhold or have held in the past
We may alsocollectinformation about you when you interact with us, e.g. visit our websites, call us or visit one
of our branches, or askaboutany of our products andservices.

Some of itwill comedirectly fromyou, e.g. when you provide ID to open an account. It canalso come mortgage
intermediary, other HSBC companies, or other sources you’ve asked us to obtain information from. We might
alsogetsome of it from publicly available sources. Theinformationwe collect may include:

Information that youprovideto us, e.g.:
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e personal details, e.g. name, previous names, gender, date and place of birth;

e contactdetails, e.g. address, email address, landline and mobile numbers;

e informationconcerning youridentity e.g. passportinformation, PESEL, National ID card and nationality;

e otherinformation aboutyou thatyou give us by filling informs or by communicating with us, whether
face-to-face, by phone, email, online, or otherwise.

Information we collect or generateaboutyou, e.g.:

e vyourfinancial informationandinformation about your relationship with us, includingthe products and
services you hold, the channels you use and your ways of interacting with us, your ability to get and
manage your credit, your payment history, transactions records, payments into account and information
concerning complaints and disputes;

. informationwe use to identifyand authenticate you, e.g. your signature and your biometricinformation,
such as your voice for voice ID, additional information that we receive from external sources that we
need for compliance purposes;

° informationincluded in customer documentation;

e  cookies and similar technologies we use to recognise you, remember your preferences and tailor the
content we provideto you —our cookie policy contains more details about how we use cookies and can
be found at: http://www.business.hsbc.pl/en-gb/pl/generic/cookie-policy

e riskratinginformation, e.g. creditrisk rating,;

e  investigations data, e.g. due diligence checks, sanctions and anti-money laundering checks, s, content
and metadata related to relevant exchanges of information between and among individuals,
organisations, including emails, voicemail, live chat;

° records of correspondence and other communications between us, including email, live chat, instant
messages and social media communications;

e informationthat we need to support our regulatory obligations, e.g. information about transaction
details, detection of any suspicious and unusual activityand information about parties connected to you
or theseactivities.

Information we collect from othersources, e.g. :

e information you’ve asked us to collect for you, e.g. information about your accounts or holdings with
other companies including transaction information;
. informationfromthird party providers, e.g. informationthat helps us to combat fraud or that rel ates to

your social interactions (including your communications via social media, between individuals,
organisations, prospects and other stakeholders acquired from companies that collect combined
information).

How we’ll use your information

We’'ll onlyuse your information where we have your consent or we have another lawful reasonfor using it. These
reasonsinclude where we:

e needto pursueour legitimateinterests;

o need to process theinformation to carry outanagreement we have with you;

e  needto processtheinformation to complywith alegal obligation;

. believe the use of your information as described is in the publicinterest, e.g. for the purpose of
preventing or detecting crime.

The reasons we use your information include to:

e  deliver ourproducts and services;

e carryoutyourinstructions, e.g.to fulfila paymentrequest;

e  manageour relationshipwith you

. banking operations support;

e  preventordetectcrimeincludingfraud and financial crime, e.g. financing for terrorism;
e security and business continuity;
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° risk management;,

. productandserviceimprovement;

e  data analytics to better understand your circumstances and preferences so we can make sure we can
provideyouwith the bestadvice and offeryou a tailored service;
protectour legal rights and comply with ourlegal obligations;
correspond with solicitors, surveyors, valuers, other lenders, conveyancers andthird party
intermediaries;

e  systemor product developmentand planning, insurance, audit and administrative purposes.

Further detailsof how we'll use yourinformation can be foundin the Appendixbel ow.

How we make decisions about you

You may havea rightto certain information about how we make these decisions. You may alsohavea rightto
requesthumanintervention and to challenge the decision. More details canbe foundin the ‘Your rights’ section
below.

Tracking or recording whatyou say or do

To help keep you safe, we may record details of your interactions with us. We may record and keep track of
conversations you have with us including phone calls, face-to-face meetings, letters, emails, live chats, video
chats and any other kinds of communication. We may use these recordings to check your instructions to us,
assess, analyseand improve ourservice, train our people, managerisk or to preventanddetect fraud and other
crimes. We may also capture additional information about these interactions, e.g. telephone numbers that you
callusfromand informationabout the devices or software thatyou use. We use closed circuit tel evision (CCTV)
inandaround oursites and these maycollect photos or videos of you, or recordyour voice.

Compliance with laws and regulatory compliance obligations

We'll useyour informationto meet our compliance obligations, to comply with other laws and regulations and
to sharewith regulators and other authorities that HSBC Group companies are subject to. This may include using
itto help detect or preventcrime (including terrorism financing, money laundering and other financial crimes).
WEe'll only do this on the basis thatit’s needed to comply with a legal obligationor it's in our | egitimate interests
and thatof others.

Who we might share yourinformation with

We may shareyour information with others where lawful to do so including where we or they:

need to in orderto provide youwith products or services you’ve requested, e.g. fulfilling a payment request;
have a public or legal duty to do so, e.g. to assist with detecting and preventing fraud, tax evasion and

financial crime;

. need to in connection with regulatory reporting, litigation or asserting or defending legal rights and
interests;

. have a legitimate business reason for doingso, e.g. to manage risk, verify your identity, enable another
company to provide you with services you’ve requested, or assess your s uitability for products andservices;

. haveasked youfor your permissionto shareit,and you’ve agreed.

Wemay shareyour information for these purposes with othersincluding:

e  other HSBC group companies and any sub-contractors, agents or service providers who work for us or
provide services to us or other HSBC Group companies (includingtheiremployees, sub-contractors, service
providers, directors and officers);

. anyjointaccount holders, trustees, beneficiaries or executors;

e  peoplewho giveguarantees or other securityfor any amounts youowe us;
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. peopleyou make payments to and receive payments from;

e your beneficiaries, intermediaries, correspondent and agent banks, clearing houses, clearing or settlement
systems, market counterparties;

e  other financial institutions, lenders and holders of security over any property you charge to us, tax
authorities, trade associations, credit reference agencies, payment service providers and debt recovery
agents;

e any people or companies where required in connection with potential or actual corporate restructuring,
merger, acquisition or takeover, including any transfer or potential transfer of any of our rights or duties
under our agreement withyou;

. law enforcement, government, courts, dispute resolution bodies, our regulators, auditors and any party
appointed or requested by our regulators to carry outinvestigations or audits of our activities;
other partiesinvolved in any disputes, includingdisputed transactions;
entities in which scope of business is verification of frauds, who'll also use it to detect and prevent fraud
and other financial crime and to verify youridentity;

e anyonewho provides instructions or operates any of your accounts onyour behalf, e.g. Power of Attorney,
solicitors, intermediaries, etc;

e anybody else that we've been instructed to share your information with by either you, a joint account
holder or anybodyelse who provides instructions or operates any of youraccounts on your behalf;

. insurers so they canprovideyouwith a cover.

Sharing aggregated or anonymisedinformation

We may share aggregated oranonymised informationwithin and outside of the HSBC Group with partners such
as research groups, universities or advertisers. You won’t be able to beidentified from this information, e.g. we
may shareinformation about trends inthe general use of our services.

Howlong we’ll keep yourinformation

We keep your informationin line with our data retention policy. For example we’ll normally keep your core
bankingdatafor a periodof 10 years fromthe end of our relationship withyou. This enables us to comply with
legal and regulatory requirements or use it where we need to for our legitimate purposes such as managing your
accountanddealing with any disputes or concerns that may arise.

We may need to retain your information for a longer period where we need the information to comply with
regulatory orlegal requirements or where we may need it for our legitimate purposes, e.g. to help us respondto
queries orcomplaints, fighting fraud and financial crime, responding to requests from regulators, etc.

If we don’t need to retain information for this period of time, we may destroy, delete or anonymise it more
promptly.

Transferring your information overseas

Your information may be transferred to and stored in locations outside the European Economic Area (EEA),
including countries that may not have thesamelevel of protection for personal information. When we do this,
we’ll ensure it has an appropriate level of protection and that the transfer is lawful. We may need to transfer
your information in this way to carry out our contract with you, to fulfil a legal obligation, to protect the public
interest and / or for our legitimate interests. In some countries the law might compel us to share certain
information, e.g. with tax authorities. Even in these cases, we’ll only share your information with people who
havetherighttoseeit.

You can obtain more details of the protection given to your information when it’s transferred outside the EEA by
contactingus using thedetailsin the ‘More details about your information’ section bel ow.
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Yourrights

You havea number of rightsinrelation to theinformation that we hold about you. These rights include:

the rightto access information we holdabout you and to obtain information about how we processiit;

in some circumstances, the right to withdraw your consent to our processing of your information, which
you can do atanytime. We may continue to process yourinformationif we have another | egitimate reason
for doingso;

in some circumstances, the right to receive certain information you have provided to us in an electronic
formatand/orrequestthatwetransmititto a thirdparty;

the righttorequestthat werectify yourinformationifit’s inaccurate or incomplete;

the righttorequestthatwe eraseyour information. We may continueto retain your information if we're
entitled or required to retain it;

theright to object to, andto request that we restrict, our processing of your informationin some circumstances.
Again, there may be situations where you object to, or ask us to restrict, our processing of your information but
we’re entitled to continue processing your information and/ orto refuse that request.

You can exercise your rights by contacting us using the details set out in the ‘More details about your information’
section below. Youalso have a right to complain to the President of the Personal Data Protection Office or tothe data
protectionregulatorin the country where you live or work.

Credit Reference Checks, Fraud and Money Laundering

Credit Reference Checks

When you use our banking services, we may make periodic searches at credit reference agencies (CRAs) to
manage your account withus.

To do this, we'll supply your personal information to CRAs and they’ll give us information about you. This will
includeinformation fromyour credit application andabout your financial situation and financial history. CRAs
will supplyus with creditinformation, financialsituation, history and fraud prevention information.

We may usethisinformationto:

verify theaccuracy of the data you’ve provided to us;
prevent criminalactivity, fraudand money laundering;
manageyour account(s);

traceand recover debts;

We'll continueto exchangeinformationabout you with CRAs while you have a relationship with us. We'll also
inform the CRAs about your repayment history. If you borrow and do not repay in full and on time, CRAs will
record the outstanding debt. This information maybe supplied to other financial organisations by CRAs.

When CRAs receive a searchrequest from us they’ll place a searchfootprint on your credit file that may be seen
by other lenders. If you apply for a bankaccount or credit (such as where you apply for a mortgage, loan or
creditcard), we'll get shareinformationabout you with the CRA. We may also carryout further credit checks on
you whileyou’rea customer to maintainan accurate and up-to-daterecord of your credit history. We may use
your information to verify the accuracy of the informationyou’ve provided to us, prevent criminal activity, fraud
and money laundering, manage your account(s), trace and recover debts.

Credit reference agencies:

Biuro Informacji Kredytowej - www.bik.pl
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To comply withthelaw andfor our own legitimate interest to enable us to assess and manage risk, we can share
details about your financial situation and financial history with CRAs, entities in which scope of business is
verification of frauds. This includes information on any bankaccounts or credit you have with us, including:

¢ howyou manageyourbankaccounts or credit;

e ifyouoweus money;

e ifwehaveconcernsaboutfinancial crime;

o ifyouhaven’tkeptup with your payments or paid off what youowe us (unless there’s a genuine dispute over
how much you oweus), or if you’ve agreed and stuck to a repayment plan.

Fraud Prevention Agencies

We'll carry out checks with c forthe purposes of preventing fraudand money laundering, . These checks require
us to process personal information about you.

The personal informationyou provide or which we’ve collected fromyou, or received from third parties, will be
used to carryoutthesechecksinorderto prevent fraud and moneylaundering, and to verify your identity.

We'll process personal information, such as your name, address, date of birth, contact details, financial
information, employment details, and device identifiers e.g. IP address.

Weand entities in which scope of business is verification of frauds mayalsoenable law enforcement agencies to
accessand useyour personal data to detect, investigate and prevent crime.

We process your personal data on the basis that we have a legitimate interest in preventing fraud and money
launderingandto verify youridentity. This enables us to protect our business and to comply with laws that apply
to us. This processingis alsoa contractual requirement of any of our products or services you use.

Entities in which scope of business is verification of frauds can hold your personal data for different periods of
timeinlinewithlegal requirements

Consequences of Processing

If we, or a entities in whichscope of businessis verification of frauds, havereason to believe there’s a fraud or
money laundering risk, we may stop providing existing products and services to you. A record of any fraud or
money laundering risk will be retained by the entities in which scope of business is verification of frauds, and
may resultin others refusing to provide services to you. The information we holdabout youcould makeit easier
or harder foryou to getcreditinthe future.

What we need fromyou

You’reresponsible for makingsure theinformationyou give usis accurate and up to date, andyou musttell us if
anything changes as soonas possible. If you provide information for another person on your account, you’llneed
to directthemto this noticeand make surethey agree to us using theirinformationas described in it.

How we keep yourinformation secure

Weusea range of measures to keep your information safe and secure which may include encryptionand other
forms of security. We require our staffand any third parties who carry out any work on our behalf to comply with
appropriate compliance standards including obligations to protect any information and applying appropriate
measures for the use and transfer of information.
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More details about your information

If you’d like further information on anything we’ve saidinthis Privacy Notice, or to contact our Data Protection
Officer, contactus at:

HSBC France (Spoétka Akcyjna) Oddziatw Polsce
Inspektor Ochrony Danych

ul. Kapelanka 42A

30-347 Krakéw

adres email: DPO_Poland@hsbc.com
telephone: +4812 3993650

addressed ‘for the attention of the DPO’.

This Privacy Notice may be updated from time to time andthe most recent versioncan befound at
http://www.business.hsbc.pl/en-gb/pl/generic/download-centre

% % %

Appendix — How we process your information

We’'ll useyour information for purposes including:

1.

To deliver our products and services: administer youraccounts, or process your transactions. We'll do
this in order to performour contract with you (article 6.1 letters a, b of GDPR);

Banking operations support: we’'ll use your information to enable the provision and function of our
banking services in line with regulation, laws and customer rights and interests, e.g. complaints
management and exit management. The lawful reasons for processing these are legitimate interest,
legal obligation and in order to perform our contract with you (article 6.1 letters f, c and b of GDPR);

To prevent and detect crime including, e.g. fraud, terrorist financing and money laundering: this will
include monitoring, mitigation and risk management, carrying out customer due diligence, name
screening, transaction screening and customer risk identification. We do this to comply with our legal
obligations and because it’s in our legitimate interest. We may share your information with relevant
entities,law enforcement and other third parties where the law allows us tofor the purpose of preventing
or detecting crime. Additionally we and other financial institutions may take steps to help prevent
financial crime and managerisk. We’'ll dothis because we have al egitimate interest, a legal obligation to
prevent or detect crime or it’s in the public interest (article 6.1 letters c, e and f of GDPR). We may be
requiredto useyourinformationto do this, even if you've asked us to stop using yourinformation. That
could include (among other things):

screening, intercepting and investigating any payments, instructions or communications you send or
receive;

investigating r who's paying you, e.g. checks on payments into your account and other parties related
to those payments;

passinginformation to relevant agencies ifwe think you’ve given us false or inaccurate information, or
we suspect criminal activity;

combining theinformationwe have about youwith information from other HSBC companies to help us
better understand any potential risk;

checking whether the people or organisations you’re paying or receiving payments from are who they
saytheyare,andaren’t subjectto any sanctions.
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4. Riskmanagement: we’'ll use yourinformation to measure, detect and prevent the likelihood of financial,
reputational, legal, compliance or customer risk. This includes credit risk, traded risk, operational risk
and insurance risk (e.g. for underwriting or claims management purposes). We'll do this because we
havea legitimateinterestin ensuringthat we carry outa proper risk assessmentin relation to granted
credit(article 6.1 letter f of GDPR);

5. Protectingour legal rights: we may need to use your information to protect ourlegal rights, e.g.in the
caseof defending or the protection of legal rights and interests (e.g. collecting money owed, enforcing
or protecting our security or defending rights of intellectual property); court action; managing
complaints or disputes; in the event of a restructuring of companies or other mergers or acquisition.
This may be in connection with action taken against you or other persons, e.g. joint borrowers or
persons who give a guarantee or other security foryour obligations to us. We'd do this on the basis that
it's inour legitimateinterest (article 6.1 letters b and f of GDPR).

* k%
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